Z FILECLOUD

Top Benefits

Lower cost, higher value, free unlimited
partner accounts

Web, sync, drive, mobile apps, cloud
enabled file servers

Two factor authentication, SSL/TLS,
ransomware protection, endpoint and
server backup

Use your own domain, design, logos,
email and terms of service

Analytics, reports, workflows, auditing,
EMM

Public and private shares, team folders,
low level granular permissions

Office Online, Outlook, Email add-ons

Base Support, Premium & Extended Live

Support, Professional Services

WWW.FILECLOUD.COM

#1 Enterprise File Share, Sync,
Backup and Mobile Access for Business

Secure Remote Access

Always have secure remote access to your files. FileCloud offers many
options and will integrate seamlessly with your existing file systems. We
protect your files and make them available to you across all of your devices.

Smart Drive

Our FileCloud Drive app mounts your cloud space as a local disk. It provides
access to terabytes of files without consuming local storage. Virtual drive
helps limit offline copies of files and comply with regulations.

Share Securely

Create public, private or password protected links. Securely receive files and
set up group spaces for team file sharing. Mark your files view only, restrict
the number of downloads, make them available for a limited time, FileCloud
lets you share how you want.

Team Collaboration Tools

Team folders make group collaboration simple. All your files and folders can
be organized and accessed from a single place. Team leaders can customize
team folders and subfolders with many levels of permissions.

Cloud Enable Your File Server

When your file server is the central location for all of your data, accessing
remote enterprise files through FTP and a VPN is cumbersome. FileCloud
brings more efficiency to your file server, makingit easier to access, share
and track your data from anywhere.

Unparalleled Branding Options

You put a lot of resources into creating your brand, now put it front and
center. Customize your background design, logos, fonts, email templates,
terms of service and more. Run FileCloud from your own domain and you
control almost everything.

Integrate with Microsoft Office and Microsoft Outlook

Store your Microsoft Office files in FileCloud and you can open, edit and save
right from the app or using a browser. Automatically upload email attachments
and share secure links with the FileCloud Outlook add-on.



Unparalleled Branding Options

You put a lot of resources into creating your brand, now put
it front and center. Customize your background design,
logos, fonts, email templates, terms of service and more.
Run FileCloud from your own domain and you control
almost everything.

Total Security

FileCloud uses modern state-of-the-industry encryption and
secure transfer protocols to keep your files safe. Configure
your security policies easily for many levels of protection,
including multi-factor authentication, SAML Single Sign-On,
customer held encryption keys, virus scanning, ransomware
detection and mobile device monitoring.

Powerful Administrator Tools

FileCloud helps you deploy and manage thousands of users and
millions of files. Your administrator dashboard gives you
powerful tools to track your files, including usage trends,
geographical data and other key analytics. Apply global policies,
customize user experience, automate document workflows,
view reports and perform granular auditing all with FileCloud.

Ransomware Protection

Cybercriminals try to exploit your trust and find vulnerabilities in
your network. FileCloud comes with an industry-first heuristic
engine to detect ransomware early. We limit your exposure to
malicious attacks and our customization features provide strong

protections against malware, email spoofing and other threats.

Scalable
With high-availability, automated server backup and rollback
features, FileCloud can be scaled to large deployments.
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App and Client Management

Monitor your modern BYOD workforce in real time. Your
administrators can selectively remove or block data access to
suspicious devices. In the case of a lost or stolen mobile
phone, admins are able to protect confidential files by remotely
wiping FileCloud data from that device.

Full Backup and Data Loss Prevention

Know your files will be safe in the event of an accident or
disaster. FileCloud offers full secure endpoint server backup
and Self-service restoration. Recover files from the recycle bin

or revert to a previous state with unlimited file versioning.

Branch Office Synchronization

With our ServerLink technology, each of your offices can run
a separate FileCloud instance which synchronizes its data
with other branches and your headquarters. This provides
high performance, maximized uptime, and can link
organizations across the world.

Superior Return-on-Investment

Advanced functionalities like compliance support, hyper-security,
and workflow automation distinguish FileCloud's solutions from
competitors'. Unlimited, free client/guest accounts extend your
brand while ensuring secure file sharing and collaboration.

Keep In Compliance

A business that handles sensitive customer data must take
special care to stay in compliance with regulations. With
FileCloud, you get access to some of the best reporting and
auditing features available. Administrator tools let you enforce
global policies, track user activities, and make certain you
comply with HIPAA, FINRA and EU GDPR.
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PRUDENTIAL

Trusted by Global 2000 Enterprise in 90 Countries, Across Industries




FileCloud features

Enterprise Server Enterprise Online

Remote Access Run FileCloud on your We host FileCloud

own server fOf you

Desktop Sync - Cross Platform (Windows, Mac, Linux) v v
Selective Sync (Sync only sub set) v v
Virtual Drive on a PC , MAC v v
File/Folder Search v v
Content/Full Text Search v v
Real time Network Share Sync v

Storage Limits Unlimited ! :i;‘g;u“ss;rs'
Large File Support, Max file size v v
Document Preview v v
Drag/Drop Upload v v
Multi-file Download as Zip v v

Enterprise Server Enterprise Online

Sha ri ng a nd Backu P Run FileCloud on your We host FileCloud

own server fOI’ )’OU

Public, Private and Time Limited Shares v v
Unlimited Client Accounts v v
Share Multiple Files and Folders v v
Multilevel Subfolder Sharing v v
Embedded File Upload Form v v
Granular Control of Privileges (download, uploads, share, sync and delete) v v

for Shared Files

File Change Notifications v v



FileCloud features

Enterprise Server Enterprise Online

Sharing and Backup

' Run FileCloud on your We host FileCloud
(continued) own server for you

View Only Shares/ Anonymous Uploads

Limit Upload Size/ Exclude file types

Can Expire Shared Links Based on Time

C < < X
C < < X

Endpoint Backup

Enterprise Server Enterprise Online

MObI Ie Run FileCloud on your We host FileCloud

own server for you
v
v
v
v
v
v

Enterprise Server Enterprise Online
CUStomlzatlon Run FileCloud on your We host FileCloud

own server for you

iOS App

Android app

Integration with Microsoft Office for Mobile

Policy enforcement for document access and manipulation

Automatic Media backup

C £ < < < K«

Offline Sync

Web Page Logo, UX v v
Logo on Mobile Apps v v
Custom Domain v v
Custom Login Page Background Image v v
L Email templates, Email templates,
Communication
custom feed custom feed

Policy Privacy policy, ToS Privacy policy, ToS



FileCloud features

Enterprise Server Enterprise Online

I ntegratlon Run FileCloud on your We host FileCloud

own server fOf you

Integrate with existing Home Directories

NTFS Support

Network Share Support (CIFS, SAMBA and NFS)

Active Directory Support

C £ < < X

Multiple Active Directory Support

Edit Office documents within browser — Integration with

<
<

Microsoft Office Online

Microsoft Office Mobile apps (Word, Excel, Powerpoint) integration

Edit Documents within browser using LibreOffice

Chrome Extensions

Microsoft Outlook Add-on

Microsoft Office Add-ons

Gmail integration

C £ K < < < K«

Support for WebDAV integration

C € £ < < < < X«

Network drives

Enterprise Server Enterprise Online

Col Ia boration and User PrOd UCtiVity Run FileCloud on your We host FileCloud

own server for you

Teamfolder — Workspace for project or team

File versioning (unlimited)

Network Folder Versioning

Approval workflows

C £ < < X«

Complex workflow — (If this, then that’ Steps)



FileCloud features

Enterprise Server Enterprise Online

Collaboration and User Productivity

Run FileCloud on your We host FileCloud

(continued) own server for you

Comments on folder level

Comments on file level

Activity stream

@ mentions to send messages/notify other users

User notifications for file adds, file changes and new comments

Document editing (doc, xlIs, ppt, pdf)

Built in Document preview

Photo/Video viewing

Drag and drop to upload

C € £ <K < < < < <« KX
C € £ <K <K < < < < KX

Localization to other languages (German, Dutch, French, Spanish, Italian)

Enterprise Server Enterprise Online

SeCU I'Ity Run FileCloud on your We host FileCloud

own server for you

v v

User Groups & group management

Policy enforcement on groups

Users or groups permissions for file actions such as read, delete, modify,
download, share

Role based access controls

Rule-based alerts and actions for file and user activities

Archiving and custom workflows based on document metadata

AD and LDAP integration for groups and roles

Password enforcement policies (strength, age, etc. )

C £ < < < X
C £ < < < K«

Built-in support for SSO (single signon), NTLM SSO



FileCloud features

Enterprise Server Enterprise Online

Security

' Run FileCloud on your We host FileCloud
(continued) own server for you

Third party SSO vendor support

SAML support

Two-factor authentication

Uses SSL /TLS with the strongest supported ciphers

Encryption of data in the cloud (cloud encryption)

Encryption of data on a server (local storage encryption)

Encryption for data in transit

Customer managed encryption keys

Alerts on suspicious or unusual behavior

Data, charts showing access, downloads, device locations, etc.

Anti-Ransomware

Anti-Virus Scanning

C £ £ £ < £ < < <« <« <« <« K«
C € £ £ < £ <K < <« < < <« K«

Granular file permissions

Enterprise Server Enterprise Online

Platform/EXtenSibility Run FileCloud on your We host FileCloud

own server for you

140 Admin APlIs, 140 Admin APIs,
Developer APIs
127 user APIs 127 user APIs

APIs to integrate third party products for system statistics v v

API(s) that support creating a folder, deleting a folder and listing files v v
within a folder

API(s) that support creating a file, deleting a file and retrieving file metadata v v

API(s) that support creating a user, updating a user, deleting a user and v v

listing a user



FileCloud features

Enterprise Server Enterprise Online

Platform/Extensibility

' Run FileCloud on your We host FileCloud
(continued) own server for you

API(s) that support creating a user, updating a user, deleting a user and

listing a user v v
API(s) that customize metadata for files and folders v v
Included REST APIs for key platform functions v v
Third Party Apps Integration v v
Amazon S3 support v v
Disclosure of secure key management processes v v
Can expire shared links and content based on time v v
Restricted downloads v v
IP white listing and black listing v v

Enterprise Server Enterprise Online

Content Ma nagement Run FileCloud on your We host FileCloud

own server fOr you

File versioning

Unlimited versioning

Lock files for editing

Detect editing collisions

File retention policies

Content analytics

Built in archiving support

C € £ <K < <« < X
C € £ <K < < < X

Built in full text search of metadata and content



FileCloud features

Enterprise Server Enterprise Online

Ad ministra tor TOOIS Run FileCloud on your We host FileCloud

own server fOf you

v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v

Limit/manage personal storage quota

Manage users, groups, sharing policy

Multitier administration via delegation

Set Application policy/ functions on mobile devices

Single enterprise administrative console

Dashboard reporting on overall system usage

Detailed user reporting

View access pattern based on |P geolocation

Role based administration

Exports system statistics

Audit Trail — Complete reporting trail of all user and file activities

File Analytics and Reports

Comprehensive Usage, Access and Share Stats

File Locks Management

Deleted Files Retention Policy

Inventory of all connected mobile devices

Block devices

Remote data wipe (Mobile, Clients)

Custom domain and mail server

Send notifications to devices

Granular Folder Permissions



FileCloud features

Enterprise Server Enterprise Online

DePIOYment Run FileCloud on your We host FileCloud

own server for you

On-Premise

AWS, AWS GovCloud

Azure, Azure Government

Multi-Tenant Support

High-availability Architecture

Multiple Storage Backends

C £ K < < < KX

Runs as a VMware or Microsoft Hyper-V virtual appliance

Support for multiprofile desktops and virtual desktop

<
<

infrastructure (VDI) environments

(%} @

1M+ 3000+ 100+ 90+

USERS ENTERPRISES RESELLERS COUNTRIES

FileCloud has received the Gartner Peer Insights Customers’
Gartner Gartner Gartner Gartner

peerinsights peerinsights pesrinsights peerinsights Choice Distinction for the fourth consecutive time!
customers’ customers’ customers’ customers’
choice choice choice choice 92% of our customers would recommend us to a friend.
2018 = 2019
* Wk kK 4.7
Authorized Distributor : ~ HQ Office (KL) Northern Office
SecureOne Distribution Sdn Bhd SecureOne Distribution (Northern) Sdn Bhd
200801027033 (828358 - X) 201201003647 (977172 - H)
No.7, Jalan 109E, Desa Business Park, 1A-2-02 @ One Precint (1160),
Taman Desa, Jalan Kelang Lama, Lengkok Mayang Pasir,
58100 Kuala Lumpur, Malaysia. 11950 Bayan Baru, Penang, Malaysia.
Secureone Tel: +6(03) 7984 6086  Fax: +6(03) 7984 6032 Tel: +6(04) 619 2692  Fax: +6(04) 619 2699
Optimize with SECURITY . .
Email: sales@secureone.com.my Email: northern@secureone.com.my

www.secureone.com.my



