
Highlights:
• 10/5/2.5/1 GbE interfaces in a 

• SD-Branch ready 

• Secure SD-WAN capability 

• SonicExpress App onboarding 

• Zero-Touch Deployment 

• Single-pane-of-glass-management 

• 
Point and Capture Client integration

• Built-in and expandable storage  

• 

• High port density 

• 

• SonicOS 7.0 

• TLS 1.3 support 

• Groundbreaking performance

• High connection count 

• Fast DPI performance 

• 

SonicWall TZ Series (Gen 7)
Integrated SD-Branch platform for next-gen SMBs & branches

10 or 5 Gigabit Ethernet interfaces. 

the 7th generation (Gen 7) TZ series 

performance. These NGFWs address 

The Gen 7 TZ series are highly 

up to 10 ports. It features both in-
built and an expandable storage of 

failure on select models. 

Deployment of Gen 7 TZs are further 

single-pane-of-glass management for 

seamless endpoint security.

The SonicOS architecture is at the 
core of TZ NGFWs. Gen 7 TZs 

SonicOS 7.0

capabilities. Gen 7 TZ features 
integrated SD-WAN

other robust security features.

cloud-based 
Protection (ATP) multiengine sandbox for 
analysis. Enhancing Capture ATP is our 
patent-pending Real-Time Deep Memory 
Inspection (RTDMI™) technology. As one 

Reassembly-
Free Deep Packet Inspection (RFDPI)

SonicOS 
.
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Internet

TZ570P

PoE devices

Deployments

• 

• Reduce complexity and get the business running 

and easy management through a single pane of glass

•  

• 

•  

• 
 

and access policies

SonicWall Switch
Zero-Touch Deployment Capable

SonicWave Access Point
Zero-Touch Deployment Capable

Camera

IP Phone

SonicWall Firewall
Zero-Touch Deployment Capable

SD-WAN enabled transport

Laptop Smartphone

Capture Client

Capture Security Center

Cloud App 
Security

Cloud Security 
and Management

Edge Security

Access Security

Endpoint Security

D SD-Branches

• Enhance customer experience and adapt to the 
changing business needs by enabling next-gen 

• 

• 

such as TLS 1.3

•  

• Ensure seamless communication as stores talk 

IT administrators to create a hub and spoke 
 

• 

technology

•  
App and Zero-Touch Deployment

•  

• 
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SonicWall TZ270 series

class price-performance.

SonicWall TZ370 series

in-class price-performance.

SonicWall TZ470 series

USB 3.0 
SuperSpeed 
ports

LAN/MGMT 
X0 Port LED

Grounding 
Screw

SafeMode 
Button

Power 
Input

TZ270W Front Panel

X1 WAN 
RJ45 Port

X3 RJ45 
Port

TZ270W Rear Panel

X0 LAN 
RJ45 Port

U0 WWAN LEDs 
for USB 5G/LTEWAN X1 and 

X2 Port LEDs

Power LED
Test LED

Security LED
Storage LED

Wireless W0 WLAN LED 
(Wireless TZ270W only)

RJ45 
Port 
LEDs

X2 WAN 
RJ45 Port

RJ45 
Console 
Port

X4/X5/X6/X7 
RJ45 Ports

Grounding 
Screw

SafeMode 
Button

Power 
Input

X1 WAN 
RJ45 Port

X3 RJ45 
Port

TZ370W Rear Panel

X0 LAN 
RJ45 Port

X2 WAN 
RJ45 Port

RJ45 
Console 
Port

X4/X5/X6/X7 
RJ45 Ports

USB 3.0 
SuperSpeed 
ports

LAN/MGMT 
X0 Port LED

TZ370W Front Panel

U0 WWAN LEDs 
for USB 5G/LTEWAN X1 and 

X2 Port LEDs

Power LED
Test LED

Security LED
Storage LED

Wireless W0 WLAN LED 
(Wireless TZ370W only)

RJ45 
Port 
LEDs

USB 3.0 
SuperSpeed 
ports

LAN/MGMT 
X0 Port LED

TZ470W Front Panel

U0 WWAN LEDs 
for USB 5G/LTE

WAN X1 and 
X2 Port LEDs

Power LED
Test LED

Security LED
Storage LED

Wireless W0 WLAN LED 
(Wireless TZ470W only)

RJ45 
Port 
LEDs

SFP/SFP+ Port 
LEDs

Grounding 
Screw

SafeMode 
Button

Power 
Input

X1 WAN 
RJ45 Port

X3 RJ45 
Port

TZ470W Rear Panel

X0 LAN 
RJ45 Port

X2 WAN 
RJ45 Port

RJ45 
Console 
Port

X4/X5/X6/X7 
RJ45 Ports

X8/X9 
SFP/SFP+ 
Ports



4

SonicWall TZ570 series

-Test LED
-Security LED
-M.2 SSD LED

- LAN/MGMT X0 Port LED
- WAN X1 and X2 Port LEDs
- X0–X7 RJ45 Port LEDs
- X8 / X9 SFP/SFP+ Port LEDs

USB 3.0 
SuperSpeed 
Ports

Power  
LEDs

WWAN LEDs for USB 5G/LTE

Primary 
Power 
Input

Redundant 
Power Input

SafeMode 
Button

Grounding 
ScrewRJ45  

Console 
Port

X8/X9 
SFP/SFP+ 
Ports

Micro-USB 
Console Port

X4/X5/X6/X7 RJ45 Ports

X1 WAN 
RJ45 
Port

X3 RJ45 
Port

X2 WAN RJ45 Port
X0 LAN RJ45

SonicWall TZ670 series

- LAN/MGMT X0 Port LED
- WAN X1 and X2 Port LEDs
- X0–X7 RJ45 Port LEDs
- X8 / X9 SFP/SFP+ Port LEDs

USB 3.0 
SuperSpeed 
Ports

Power  
LEDs

-Test LED
-Security LED
-Storage LED

Primary 
Power 
Input

Redundant 
Power Input

SafeMode 
Button

Grounding 
ScrewRJ45  

Console 
Port

X8/X9 
SFP/SFP+ 
Ports

Micro-USB 
Console Port

X4/X5/X6/X7 RJ45 PortsWWAN LEDs for USB 5G/LTE

X1 WAN 
RJ45 
Port

X3 RJ45 
Port

X2 WAN RJ45 Port
X0 LAN RJ45

FIREWALL GENERAL TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

Operating system SonicOS 7.0

Interfaces
 

1 Console 1 Console 1 Console 1 Console 1 Console 

Wireless support
2x2 802.11ac 

(TZ270W)

2x2 802.11ac 

(TZ370W)

2x2 802.11ac 

(TZ470W)

2x2 802.11ac 

(TZ570W)
N/A

N/A N/A N/A
5 PoE or 
3PoE+ 

(TZ570P)
N/A

Storage expansion slot (Bottom) Optional up to 256GB
Optional up to 

included
Management

N/A N/A N/A Yes Yes

64 128 128 256 256

Access points supported (maximum) 16 16 32 32 32
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TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES
1 2 Gbps 3 Gbps 3.5 Gbps 4 Gbps 5 Gbps

2 750 Mbps 1 Gbps 1.5 Gbps 2 Gbps 2.5 Gbps

Application inspection throughput2 1 Gbps 1.5 Gbps 2 Gbps 2.5 Gbps 3 Gbps

IPS throughput2 1 Gbps 1.5 Gbps 2 Gbps 2.5 Gbps 3 Gbps
2 750 Mbps 1 Gbps 1.5 Gbps 2 Gbps 2.5 Gbps

TLS/SSL inspection and decryption throughput (DPI SSL)2 300 Mbps 500 Mbps 600 Mbps 750 Mbps 800 Mbps
3 750 Mbps 1.3 Gbps 1.5 Gbps 1.8 Gbps 2.1 Gbps

Connections per second
Maximum connections (SPI)

Maximum connections (DPI)

Maximum connections (DPI SSL)

TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

50 100 150 200 250

5 (200) 5 (200) 5 (200) 10 (500) 10 (500)

1 (50) 2 (100) 2 (150) 2 (200) 2 (250)

Encryption/authentication

Key exchange

Microsoft®

NetExtender Microsoft®

Mobile Connect Apple® ® Android™

TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

Yes

Yes

Application Control Yes

Yes

NETWORKING TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

IP address assignment

NAT modes

Routing protocols

QoS

Authentication

Local user database 150 250 250 250 250

Standards IEEE 802.3
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NETWORKING TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

HARDWARE TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

Form factor Desktop

36W external 36W external 36W external

60W external 

180W external 
(TZ570P only)

60W external

18.91 (TZ270W) 18.91 (TZ370W) 21.98 (TZ470W) 108.75 (TZ570P)
13.1

64.48 (TZ270W) 64.48 (TZ370W) 74.95 (TZ470W) 370.84 (TZ570P)
55.1

Dimensions 3.5x13.5x19 (cm) 
1.8x5.3x7.5 (in)

3.5x13.5x19 (cm) 
1.8x5.3x7.5 (in)

3.5x13.5x19 (cm) 
1.8x5.3x7.5 (in)

3.5x15x22.5 (cm) 
1.38x5.91x8.85 in

3.5x15x22.5 (cm) 
1.38x5.91x 8.85 in

Weight
0.82 kg / 1.81 

kg / 1.87 lbs 
(TZ270W)

0.82 kg / 1.81 

kg / 1.87 lbs 
(TZ370W)

0.83 kg / 1.82 

kg / 1.92 lbs 
(TZ470W)

0.97 kg / 2.14 

kg / 2.18 lbs 
 

1.05 kg / 2.31 lbs 
(TZ570P)

0.97 kg / 2.14 lbs

TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

1.18 kg / 2.6 lbs 

2.73 lbs (TZ270W)

1.18 kg / 2.6 lbs 

2.73 lbs (TZ370W)

1.24 kg / 2.73 lbs 

2.8 lbs (TZ470W)

1.42 kg / 3.13 lbs 

1.57 kg / 3.46 lbs 
(TZ570P)

1.42 kg / 3.13 lbs

1.41 kg / 3.11 lbs 

3.25 lbs (TZ270W)

1.41 kg / 3.11 lbs 

3.25 lbs (TZ370W)

1.43 kg / 3.15 lbs 

3.33 lbs (TZ470W)

1.93 kg / 4.25 lbs 

2.08 kg / 4.58 lbs 
(TZ570P)

1.93 kg / 4.25 lbs

MTBF @25ºC in years
(TZ270W) (TZ370W) (TZ470W) (TZ570P)

43.9

32°-105° F (0°-40° C)/-40° to 158° F (-40° to 70° C)

Humidity 5-95% non-condensing



7

TZ270 SERIES TZ370 SERIES TZ470 SERIES TZ570 SERIES TZ670 SERIES

Major regulatory compliance 

 
 

 
 

ANATEL

Major regulatory compliance 

 

 
 

 
 

 

N/A

Major regulatory compliance 
(PoE models) N/A N/A N/A

Mexico DGN notice 
N/A

INTEGRATED WIRELESS5 (TZ270W/370W/470W/570W ONLY)

Standards

Frequency bands

Operating channels

Yes

Data rates supported

Modulation technology spectrum
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SonicOS 7.0 Feature Summary

Firewall
• Stateful packet inspection 
• Reassembly-Free Deep Packet Inspection 
• 
• IPv4/IPv6 support
• Biometric authentication for remote access
• DNS proxy
• Full API support
• SonicWall Switch integration
• SD-WAN scalability
• SD-WAN Usability Wizard1  
• SonicCoreX and SonicOS containerization1

• Connections scalability (SPI, DPI, DPI SSL)

Enhanced dashboard1

• Enhanced device view
• 
• Insights to threats
• 

TLS/SSL/SSH decryption and inspection
• TLS 1.3 with enhanced security1

• Deep packet inspection for TLS/SSL/SSH 
• Inclusion/exclusion of objects, groups  

or hostnames
• SSL control
• Enhancements for DPI-SSL with CFS
• Granular DPI SSL controls per zone or rule

• Real-Time Deep Memory Inspection
•  Cloud-based multi-engine analysis
• Virtualized sandboxing
• Hypervisor level analysis
• Full system emulation
• 
• Automated and manual submission
• Real-time threat intelligence updates
• Block until verdict
• Capture Client

Intrusion prevention
• Signature-based scanning 
• Automatic signature updates 
• Bi-directional inspection 
• Granular IPS rule capability 
• GeoIP enforcement
• 
• Regular expression matching

Anti-malware
• Stream-based malware scanning 
• Gateway anti-virus 
• Gateway anti-spyware 
• Bi-directional inspection 
• 
• Cloud malware database

• Application control
• Application bandwidth management 
• Custom application signature creation 
• Data leakage prevention 

• Application reporting over NetFlow/IPFIX 
• Comprehensive application signature database 

• User activity 
• Application/bandwidth/threat usage 
• Cloud-based analytics

• 
• Proxy avoidance 
• Keyword blocking 
• 
• HTTP header insertion
• Bandwidth manage CFS rating categories 
• 
• Content Filtering Client

VPN 
• Secure SD-WAN
• Auto-provision VPN
• IPSec VPN for site-to-site connectivity 
• SSL VPN and IPSec client remote access 
• Redundant VPN gateway 
• Mobile Connect for iOS, Mac OS X, Windows, 

Chrome, Android and Kindle Fire
• Route-based VPN (OSPF, RIP, BGP)

• PortShield 
• Path MTU discovery
• Enhanced logging 
• VLAN trunking
• Port mirroring (NSa 2650 and above)
• Layer-2 QoS
• Port security 
• Dynamic routing (RIP/OSPF/BGP) 
• SonicWall wireless controller
• Policy-based routing (ToS/metric and ECMP) 
• NAT
• DHCP server
•  Bandwidth management
• A/P high availability with state sync
• Inbound/outbound load balancing
• High availability - Active/Standby with  

state sync
• L2 bridge, wire/virtual wire mode, tap mode, 

NAT mode 
• Asymmetric routing
• Common Access Card (CAC) support

VoIP 
• Granular QoS control 
• Bandwidth management 
• 
• H.323 gatekeeper and SIP proxy support 

• Capture Security Appliance (CSa) support
• Capture Threat Assessment (CTA) v2.0

• New design or template
• Industry and global average comparison

• New UI/UX, Intuitive feature layout1

• Dashboard 

• Device information, application, threats
• Topology view 
• 

• Policy/Objects usage statistics1

• Used vs Un-used
• Active vs Inactive

• Global search for static data
• Storage support1

• Internal and external storage management1

• WWAN USB card support (5G/LTE/4G/3G)
• Network Security Manager (NSM) support
• Web GUI 
• Command line interface (CLI) 
• Zero-Touch registration & provisioning
• CSC Simple Reporting1

• SonicExpress mobile app support
• SNMPv2/v3 
• Centralized management and reporting with 

SonicWall Global Management System (GMS)2

• Logging 
• 
• 
• BlueCoat security analytics platform
• Application and bandwidth visualization 
• IPv4 and IPv6 management
• CD management screen
• Dell N-Series and X-Series switch 

management including cascaded switches

• Enhanced packet monitoring
• SSH terminal on UI

Wireless
• SonicWave AP cloud management
• WIDS/WIPS
• Rogue AP prevention
• Fast roaming (802.11k/r/v)
• 802.11s mesh networking
• Auto-channel selection
• RF spectrum analysis
• Floor plan view
• Topology view
• Band steering
• Beamforming
• AirTime fairness
• Bluetooth Low Energy
• MiFi extender
• RF enhancements and improvements
• Guest cyclic quota

• 802.11ac Wave 2 wireless
• Dual-band (2.4 GHz and 5.0 GHz)
• 802.11 a/b/g/n/ac wireless standards
• Wireless intrusion detection and prevention
• Wireless guest services
• Lightweight hotspot messaging
• Virtual access point segmentation
• Captive portal
• Cloud ACL

1

2 Requires added subscription
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Product
02-SSC-7305

02-SSC-6841

02-SSC-6843

02-SSC-7313

02-SSC-6848

02-SSC-6850

02-SSC-7281

02-SSC-6819

02-SSC-6817

02-SSC-7289

02-SSC-6824

02-SSC-6826

02-SSC-7257

02-SSC-6792

02-SSC-6794

02-SSC-7265

02-SSC-6800

02-SSC-6801

02-SSC-5651

02-SSC-5649

02-SSC-5653

TZ670 with 1-year TotalSecure Essential Edition 02-SSC-5640

02-SSC-6447

02-SSC-644

02-SSC-6385

02-SSC-5694

02-SSC-5655

02-SSC-5654

02-SSC-7233

02-SSC-6745

NSM essentials and 24x7 Support (1-year) 02-SSC-6649

02-SSC-7209

02-SSC-6625

NSM essentials and 24x7 Support (1-year) 02-SSC-6529

02-SSC-7185

02-SSC-6505

NSM essentials and 24x7 Support (1-year) 02-SSC-6393
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